Al Data Security Market Map

New market, or new label?

106 EXAMINED — 56 CHARTED — 37 ADJACENT — 13 OUTSIDE | A PRODUCT WITH A DOCUMENTED CONTROL FOR DATA USED BY Al | OCTOBER 2026

38 OF 49 ACTIVE VENDORS PREDATE GENAI OR ARE BROAD PLATFORMS (10 AI-NATIVE, 1 UNKNOWN) | 22 OF 26 OLDER SPECIALISTS NOW LEAD WITH Al

® DATA AT REST ® Al APPS AND PIPELINES ® PEOPLE USING Al ® COPILOTS AND AGENTS
Stores, SaaS, Microsoft 365 that Al can reach Prompts, embeddings and vectors inside apps you build What employees paste, upload and share What they may retrieve and read
THE DATA Al DATA SECURITY ® Bedrock Data ~ ® BigID  ® Concentric Al ® Cyberhaven vs
PLATFORMS
WHERE THE . . .
R FIND AND PROTECT THE DATA ® Cyera ® Forcepoint vs ® Microsoft Purview ® Relyance Al
Al CAN REACH Ownership &
25 COMPANIES 13 COMPANIES - 3 ® Sentra vs [0 Varonis vs } [0 Securiti] [0 Symmetry Systems] Other Changes
ACQUIRED
® Wi
Securiti
Veeam Software
g —— . g —— Y Symmetry Systems
DATA PROTECTION ¢ pjiaspath | © AWS ~ ® CipherStash s ® CyborgDB § calor
FOR AI APPS e | e |
TOKENIZE, REDACT OR ® Google Cloud $ ® |ronCore Labs @ Protecto ® Protegrity Prompt Security
ENCRYPT IT INSIDE Al APPS SentinelOne
12 COMPANIES ® Skyflow  ® Thales = ® Tonic.ai vs ® Very Good Security § vs
LayerX
o Akamai
THE Al e AI USAGE CONTROL Aurascape | ® Broadcom (Symantec) | ® Check Point @ Cisco Wiz
WHERE AI GOVERN WHAT PEOPLE SEND 7777777777777777777777777777777: __________________ e N GOOg|e
JSES 1T TO Al ® Cloudflare ~ ® Harmonic Security : ® Island | : ® Lumia Security :
23 COMPANIES - 3 ————— e Redactive
31 COMPANIES ACQUIRED ® Menlo Security ® Metomic ® Netskope ® Nightfall Al vs RecordPoint
® Palo Alto Networks | ® Polygraf Al ® Proofpoint vs | ® Quilr vs | Bonfy.Al
____________ Kiteworks
® Strac vs ® Trellix ® WitnessAl ® Zscaler | ® Bonfy.Al
R Varonis
[0 LayerX} [0 Prompt Security] Proofpoint (pending)
Privacera
R renamed Trust3 Al
Al DATA ACCESS ® Credal | ® Hardshell .~ ® Immuta  ® Opsin Security ~ ® Permit.io
CONTROL B : Bedrock Security
GOVERN WHAT COPILOTS AND ® QueryPie $ ® Trust3 Al vs [0 Redactive] renamed Bedrock Data
AGENTS CAN READ
8 OF THE 56 CHARTED COMPANIES HAVE A
8 COMPANIES - 1 ACQUIRED NEW OWNER OR A PENDING SALE.
O ADJACENT
OFFERINGS AGENT AND Al RUNTIME SECURITY - 12 Aim Security, Airia, Codelntegrity, Enkrypt Al, Geordie Al, Knostic, Lasso
Security, Noma Security, Onyx Security, Pillar Security, Singulr Al, Zenit
NOT Al DATA y y y y y g y
SECURITY ITSELF DLP OR DSPM: NO Al CONTROL FOUND IN Aona Al, IBM Guardium, Limina, Matters.Al, MIND, Netwrix, Orca Security,
37 COMPANIES PUBLIC DOCS - 14 Orion Security, Polymer DLP, Rubrik, Soveren, Spirion, Teleskope, Traceforce
CONFIDENTIAL COMPUTING AND Baffle, Fortanix, Opaque Systems, Protopia Al
ENCRYPTION - 4
Al GOVERNANCE WITHOUT ENFORCEMENT - 3  Credo Al, OneTrust, Transcend
GENERAL AUTHORIZATION - 2 Cerbos, Oso
OTHER - 2 Reco, SonarSource
13 MORE WERE EXAMINED AND LEFT OUT: MODEL SECURITY AND RED-TEAMING TOOLS, VECTOR DATABASES, GENERAL APP
PLATFORMS AND COMPANIES WITH NO DATA CONTROL. SOME WE WILL HAVE MISSED.
VENDOR @ AI-NATIVE (FOUNDED 2022 OR LATER) () OWNERSHIP CHANGE | ' THINNER PUBLIC EVIDENCE OF THE Al CONTROL $ PUBLISHES A PRICE VS COMPARISON PAGE NAMING A RIVAL
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Al Data Security Market Map

/ WHO IS BUYING AND WHO IS BUILDING - OCTOBER 2026

Who else is buying data security startups?
(Hint: check your backup vendor.) 8 Of 2 O

. . . . DATA SECURITY TARGETS B HT BY DATA
15 of the 17 Al runtime, red-teaming and agent security startups sold since 2023 went to network, SECU GETS BOUG

OWNERS
endpoint and data security vendors. Data security targets split differently. Backup, cloud, content and data
G
platforms took 8 of 20, more than any single security segment: Veeam bought Securiti, Rubrik bought
N = 37 DEALS ANNOUNCED 2023 TO OCTOBER 2026,
Laminar, Databricks bought Antimatter and Google bought Wiz. The largest deal still went to a security INCLUDING 2 PENDING - 20 DATA SECURITY TARGETS + 17 Al
vendor: Proofpoint's pending $6.3B offer for Varonis. AND OTHER SECURITY TARGETS
Who bought what The pace picked up
ACQUIRER TYPE TO TARGET TYPE - N = 37 DEALS, COMPLETE DEALS BY YEAR ANNOUNCED - N = 37, COMPLETE
@ CHARTED Al DATA SECURITY VENDORS OTHER DATA SECURITY STARTUPS @ Al AND OTHER SECURITY STARTUPS @ CHARTED Al DATA SECURITY VENDORS

N

OTHER DATA SECURITY STARTUPS

—_—

Charted Al data security vendors
Network and SSE vendors s [ 8 DEALS @ Al AND OTHER SECURITY STARTUPS O PENDING

11 DEALS

wWw N

Other data security startups 000 0000

Endpoint and SecOpssver;;kI)-rSs /' 3 12 DEALS 0000 O O C X )
. CY )
/ eeee Oooo
Data security vendors I ' 2023 - 2 2024 - 4 2025 - 15 2026 - 16
8 DEALS 7
2023  Palo Alto Networks—Dig Security, Rubrik—Laminar
l ' Al and other security startups 2024 CrowdStrike—Flow Security, Netskope—Dasera, Proofpoint—
17 DEALS Normalyze
Data and infrastructure owners 4 2025 Google-Wiz, Veeam—Securiti, SentinelOne—Prompt Security,
10 DEALS ) Check Point-Lakera
2026 Proofpoint—Varonis (pending), Cyera—Oasis Security (pending),
Zscaler—Symmetry Systems, Akamai—LayerX
Data owners made 10 deals, and 8 of them were data security companies. 31 of the 37 deals were announced in 2025 and 2026.
Two companies hold most of the money Who builds each category
DISCLOSED COMPANY-WIDE VENTURE FUNDING, ACTIVE CHARTED VENDORS ONE DOT PER VENDOR - N = 49 ACTIVE, COMPLETE - 7 ACQUIRED NOT SHOWN

- N =31 0F 49 - 18 ARE PUBLIC OR DISCLOSE NONE
@® AI-NATIVE, FOUNDED 2022 OR LATER - 10 @ FOUNDED EARLIER - 26

6 Z % @ BROAD SECURITY OR CLOUD PLATFORM - 12 UNKNOWN - 1

OF $5.5B RAISED WENT TO CYERA AND ISLAND Al Usage Control 000000000000 000000O00
- I e e 0000000000
® Cyera $2.3B 42%
® Island $1.1B 20% Data Protection for Al Apps 00000000000 12
29 other vendors $2.1B 38%
Al Data Access Control 0000000 -

Whole-company funding, not Al-specific. Totals as stated by each company or summed

from announced rounds; Island's total varies by source ($1.1B to $1.2B).
Al-native startups sit mostly in usage control. Data protection for Al apps has none: tokenization and encryption

vendors and the hyperscalers built it.
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Al Data Security Market Map

/| WHAT THE MARKET SAYS ABOUT ITSELF - OCTOBER 2026

44 names for one market.
Which one goes in your RFP?

Vendors protecting data used by Al have not agreed on what to call it. The same control is sold as a
DIFFERENT CATEGORY LABELS

data security platform, Al DLP, Al usage control, Al security posture, a secure browser and agent security. A
N = 50 CHARTED VENDORS - 6 NOT CAPTURED (5 ACQUIRED,

1 SITE BLOCKED) - EACH VENDOR'S OWN LABEL, READ
four category names. Gartner's Market Overview for Al Usage Control (August 2026) is the closest thing to a FROM ITS HOMEPAGE AND PRODUCT PAGE

buyer comparing them meets 44 different labels; we grouped them into 9 families, and this map adds its own

shared name; Harmonic Security is the one vendor we found citing it.

What vendors call the category o) The outcome they lead with

LABELS GROUPED BY FAMILY - N = 50 - 6 NOT CAPTURED PROMISE ON THE ENTRY PAGE - N = 50 - 6 NOT CAPTURED
Al or agent security - 13 Safe Al adoption ] 19
Data security platform I 8 Prevent data leakage ] 16
Encryption or redaction ] 7 Compliance O 5
DLP or Al DLP ] 6 Speed and productivity I 5
Al usage control ] 5 Visibility I 3
DSPM S 3 Reduce oversharing B 1
Al governance ] 3 Something else B 1
Access or authorization _ 3

Lead messages split between enabling Al (19) and stopping leaks (16).

Something else D 2

The largest family, about a quarter of vendors, calls it Al or agent security rather than data security.

What they promise to replace Only 10% publish a real price
N =50 - 6 NOT CAPTURED - A VENDOR CAN NAME SEVERAL AN ACTUAL FIGURE, NOT A PRICING PAGE - N = 50 - 6 NOT CAPTURED
Name nothing they replace T 19
Logacy DLP e 1 5 9 36
Existing DSPM ] 7 PUBLISH A PRICE PRICING PAGE WITH NO NO PRICING PAGE
FIGURES
Manual classification ] 5
Native controls (e.g., Microsoft) ] 4
Blocking Al outright I 4 11 16 9
Encryption tools ] 4 COMPARISON PAGE NAMING MENTION MICROSOFT 365 USE "AGENTIC" IN THE
A RIVAL COPILOT HEADLINE OR LABEL
Data governance tools - 3
CASB or SSE ] 3
_ The vendors that publish a price: QueryPie, CipherStash, CyborgDB, Google Cloud and Very Good
Something else e 15 S
Legacy DLP is the most named target. More vendors name nothing at all.
The author's read: what it means for go-to-market
Usage control is crowded with suites. 9 of the 20 active vendors are broad security platforms Buyers: write the RFP around controls, not category names. Ask which data each product
buyers already own. Independents win on depth the suites skip: data lineage, endpoint coverage, protects, where it enforces and what it blocks. The labels will not tell you.
agent and MCP traffic.
Data protection for Al apps sells to engineering. No vendor founded since 2022 is in it yet. Name the problem buyers search for. With 44 labels in play, a category name buyers already
Developer documentation, transparent pricing and integrations matter more than CISO recognize is an advantage most vendors are leaving unused.

messaging.
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