
AI Data Security Market Map
New market, or new label?
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Aona AI, IBM Guardium, Limina, Matters.AI, MIND, Netwrix, Orca Security,
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Who else is buying data security startups?
(Hint: check your backup vendor.)
15 of the 17 AI runtime, red-teaming and agent security startups sold since 2023 went to network,

endpoint and data security vendors. Data security targets split differently. Backup, cloud, content and data

platforms took 8 of 20, more than any single security segment: Veeam bought Securiti, Rubrik bought

Laminar, Databricks bought Antimatter and Google bought Wiz. The largest deal still went to a security

vendor: Proofpoint's pending $6.3B offer for Varonis.

8 of 20
DATA  S E C U R I T Y  TA R G E T S  B O U G H T  BY  DATA

O W N E R S
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Network and SSE vendors

1 1  D E A L S

Endpoint and SecOps vendors

8  D E A L S

Data security vendors

8  D E A L S

Data and infrastructure owners

1 0  D E A L S

Charted AI data security vendors

8  D E A L S

Other data security startups

1 2  D E A L S

AI and other security startups

1 7  D E A L S

Data owners made 10 deals, and 8 of them were data security companies.

The pace picked up
D E A L S  BY  Y E A R  A N N O U N C E D  ·  N  =  3 7 ,  C O M P L E T E

C H A R T E D  A I  DATA  S E C U R I T Y  V E N D O R S

OT H E R  DATA  S E C U R I T Y  STA R T U P S

A I  A N D  OT H E R  S E C U R I T Y  STA R T U P S P E N D I N G

2023 ·  2 2024 ·  4 2025 ·  15 2026 ·  16

2023 Palo Alto Networks–Dig Security, Rubrik–Laminar

2024 CrowdStrike–Flow Security, Netskope–Dasera, Proofpoint–

Normalyze

2025 Google–Wiz, Veeam–Securiti, SentinelOne–Prompt Security,

Check Point–Lakera

2026 Proofpoint–Varonis (pending), Cyera–Oasis Security (pending),

Zscaler–Symmetry Systems, Akamai–LayerX

31 of the 37 deals were announced in 2025 and 2026.

Two companies hold most of the money
D I S C LO S E D  C O M PA N Y- W I D E  V E N T U R E  F U N D I N G ,  AC T I V E  C H A R T E D  V E N D O R S

·  N  =  3 1  O F  4 9  ·  1 8  A R E  P U B L I C  O R  D I S C LO S E  N O N E

62%
O F  $ 5 . 5 B  R A I S E D  W E N T  T O  C Y E R A  A N D  I S L A N D

Cyera $2.3B 42%

Island $1.1B 20%

29 other vendors $2.1B 38%

Whole-company funding, not AI-specific. Totals as stated by each company or summed

from announced rounds; Island's total varies by source ($1.1B to $1.2B).

Who builds each category
O N E  D OT  P E R  V E N D O R  ·  N  =  4 9  AC T I V E ,  C O M P L E T E  ·  7  AC Q U I R E D  N OT  S H O W N

A I - N AT I V E ,  FO U N D E D  2 0 2 2  O R  L AT E R  ·  1 0 FO U N D E D  E A R L I E R  ·  2 6

B R OA D  S E C U R I T Y  O R  C LO U D  P L AT FO R M  ·  1 2 U N K N OW N  ·  1

AI Usage Control 20

AI Data Security Platforms 10

Data Protection for AI Apps 12

AI Data Access Control 7

AI-native startups sit mostly in usage control. Data protection for AI apps has none: tokenization and encryption

vendors and the hyperscalers built it.
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44 names for one market.
Which one goes in your RFP?

Vendors protecting data used by AI have not agreed on what to call it. The same control is sold as a

data security platform, AI DLP, AI usage control, AI security posture, a secure browser and agent security. A

buyer comparing them meets 44 different labels; we grouped them into 9 families, and this map adds its own

four category names. Gartner's Market Overview for AI Usage Control (August 2026) is the closest thing to a

shared name; Harmonic Security is the one vendor we found citing it.

44
D I F F E R E N T  CAT E G O RY  L A B E L S

N  =  5 0  C H A R T E D  V E N D O R S  ·  6  N OT  CA P T U R E D  ( 5  AC Q U I R E D ,

1  S I T E  B LO C K E D )  ·  E AC H  V E N D O R ' S  OW N  L A B E L ,  R E A D

F R O M  I TS  H O M E PAG E  A N D  P R O D U C T  PAG E

What vendors call the category
L A B E L S  G R O U P E D  BY  FA M I LY  ·  N  =  5 0  ·  6  N OT  CA P T U R E D

AI or agent security 13

Data security platform 8

Encryption or redaction 7

DLP or AI DLP 6

AI usage control 5

DSPM 3

AI governance 3

Access or authorization 3

Something else 2

The largest family, about a quarter of vendors, calls it AI or agent security rather than data security.

The outcome they lead with
P R O M I S E  O N  T H E  E N T RY  PAG E  ·  N  =  5 0  ·  6  N OT  CA P T U R E D

Safe AI adoption 19

Prevent data leakage 16

Compliance 5

Speed and productivity 5

Visibility 3

Reduce oversharing 1

Something else 1

Lead messages split between enabling AI (19) and stopping leaks (16).

What they promise to replace
N  =  5 0  ·  6  N OT  CA P T U R E D  ·  A  V E N D O R  CA N  N A M E  S E V E R A L

Name nothing they replace 19

Legacy DLP 12

Existing DSPM 7

Manual classification 5

Native controls (e.g., Microsoft) 4

Blocking AI outright 4

Encryption tools 4

Data governance tools 3

CASB or SSE 3

Something else 15

Legacy DLP is the most named target. More vendors name nothing at all.

Only 10% publish a real price
A N  AC T UA L  F I G U R E ,  N OT  A  P R I C I N G  PAG E  ·  N  =  5 0  ·  6  N OT  CA P T U R E D

5
P U B L I S H  A  P R I C E

9
P R I C I N G  PAG E  W I T H  N O

F I G U R E S

36
N O  P R I C I N G  PAG E

11
C O M PA R I S O N  PAG E  N A M I N G

A  R I VA L

16
M E N T I O N  M I C R O S O F T  3 6 5

C O P I LOT

9
U S E  " AG E N T I C "  I N  T H E

H E A D L I N E  O R  L A B E L

The vendors that publish a price: QueryPie, CipherStash, CyborgDB, Google Cloud and Very Good

Security.

The author's read: what it means for go-to-market

Usage control is crowded with suites. 9 of the 20 active vendors are broad security platforms

buyers already own. Independents win on depth the suites skip: data lineage, endpoint coverage,

agent and MCP traffic.

Buyers: write the RFP around controls, not category names. Ask which data each product

protects, where it enforces and what it blocks. The labels will not tell you.

Data protection for AI apps sells to engineering. No vendor founded since 2022 is in it yet.

Developer documentation, transparent pricing and integrations matter more than CISO

messaging.

Name the problem buyers search for. With 44 labels in play, a category name buyers already

recognize is an advantage most vendors are leaving unused.
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